
EM Federal Credit Union maintains an unwavering commitment to safeguarding the sensi9ve 
informa9on and privacy of our members. In pursuit of this commitment, we have implemented a 
comprehensive array of security measures on our Internet server: 

Firewall/IPS Protec0on: 

Our servers are for9fied behind a robust Firewall/IPS, a UNIX-based hardware product designed to for9fy 
against external aJacks. This sophis9cated system proac9vely blocks cri9cal ports and IP addresses, 
employs data signature-based packet blocking, and provides real-9me alerts to promptly address 
poten9al threats. 

Proprietary Server Monitoring So8ware: 

Each server operates on proprietary soMware that con9nuously monitors for any unauthorized access 
aJempts or poten9al hacking ac9vi9es. In the event of a forced aJack, our administrators are promptly 
no9fied, enabling the implementa9on of effec9ve countermeasures to thwart such instances. 

User Authen0ca0on for Administra0ve Ac0vi0es: 

All administra9ve ac9vi9es necessitate user login and authen9ca9on. Furthermore, every administra9ve 
update is me9culously logged into files, ensuring a comprehensive audit trail for later review. 

Global SSL Cer0ficate (RSA): 

To for9fy the security of digital communica9ons between our website and our valued members, all 
servers are equipped with a Global SSL Cer9ficate (RSA). This encryp9on protocol ensures that 
informa9on transmiJed through applica9ons remains impervious to decryp9on by third par9es 
aJemp9ng to intercept data traversing the Internet backbone. 

These me9culously selected security measures underscore EM Federal Credit Union's dedica9on to 
maintaining the utmost confiden9ality and protec9on of our members' data in an ever-evolving digital 
landscape.


